
TRUST BOARD

AGENDA ITEM
NUMBER

7.1

TITLE OF PAPER Information Governance Toolkit V14

Confidential NO

Suitable for public
access

YES

PLEASE DETAIL BELOW THE OTHER SUB-COMMITTEE(S), MEETINGS THIS PAPER HAS BEEN
VIEWED

IG Steering Group

STRATEGIC OBJECTIVE(S):

Best outcomes Compliance with the IGTK

Excellent experience

Skilled & motivated
teams

Top productivity Assurance on the integrity of the IGTK submission.

EXECUTIVE SUMMARY

The Information Governance Toolkit is a mandatory annual requirement for all
NHS organisations. Following internal review and external audit of the Trust’s
evidence uploaded for 45 requirements, the provisional self-assessment for
2016-17 was graded as ‘Satisfactory’. The IG Toolkit has been submitted with
a score of 71%.

In addition, the IGT has been audited in order to provide assurance on the
integrity of the self-assessment against the Information Governance toolkit
criteria, the overall effectiveness of information governance processes, and
wider risk exposures. 10 out of 45 requirements were audited. The outcome of
the audit was positive.

RECOMMENDATION: The Board is asked to approve the submission of the Trust’s Information
Governance Toolkit return for 2016-17, and acceptance of the Information
Governance Assurance Statement, as detailed within this report. It is also
asked to accept the audit as assurance for the integrity of the self-assessment
against the Information Governance toolkit.

SPECIFIC ISSUES CHECKLIST:

Quality and safety Compliance with the IGTK is essential in order to stay connected to N3 and be
able to share information with our partner organisations.

Patient impact



Employee

Other stakeholder

Equality & diversity

Finance

Legal

Link to Board Assurance
Framework Principle
Risk

Assurance to the Board that the information uploaded as evidence to the IGTK
is trustworthy and accurate.

Failure to meet the standards described in the toolkit may result in legal
breaches and non-compliance with NHS regulations. Additionally, failure to
meet a ‘Satisfactory’ grading against the toolkit itself may jeopardise the Trust’s
access to national NHS services provided by NHS Digital, and the Trust’s
ability to share information with other healthcare organisations.

AUTHOR NAME/ROLE Information Governance Manager, Jane Townsend

PRESENTED BY
DIRECTOR
NAME/ROLE

Simon Marshall

DATE 27/03/2017

BOARD ACTION Assurance



1

TRUST BOARD
30 March 2017

Information Governance Toolkit V14
Background

Self-assessment using the Information Governance Toolkit (“IGT”) is an annual requirement
for all organisations processing NHS patient data, mandated by the Department of Health.
The IGT represents evidence-based assurance of compliance with the legal and regulatory
requirements on NHS bodies in regard of information security and risk management,
confidentiality and data protection, and records management and information quality.

For acute trusts, the 2016-17 version of the IGT (known as V14) consists of 45 requirements,
shown in Appendix 1, each of which are divided into three levels of compliance. A minimum
of Level 2 is required on each element in order to attain an overall ‘Satisfactory’ grading. A
percentage score is also calculated against the highest possible score of Level 3 for each
element, but it does not contribute to the grading of ‘Satisfactory’ or ‘Not Satisfactory’.

Self-Assessment

The Trust’s submission is completed, with the Trust achieving a ‘Satisfactory’ score. The
declaration is shown below in red, with previous years’ results for comparison:

Assessment Stage
Level

0
Level

1
Level

2
Level

3
Score Grade

V14 (2016/17) Published 0 0 38 7 71% Satisfactory

V13 (2015/16) Published 0 1 21 23 82%
Not

Satisfactory

V12 (2014/15) Published 0 0 19 26 85% Satisfactory

V11 (2013/14) Published 0 0 40 5 70% Satisfactory

V10 (2012/13) Published 0 0 38 7 71% Satisfactory

V9 (2011/12) Published 0 3 35 7 69%
Not

Satisfactory

V8 (2010/11) Published 0 1 37 7 71%
Not

Satisfactory

In summary –
 The Trust has achieved 95% IG training compliance and so is able to submit a score of

level 2 for that requirement which it was not able to do last year. This is due to the DoH
taking the decision to allow organisations to carry over two years’ worth of training figures
for the V14 submission (1st April 2015 - 31st March 2017), owing to the fact that they
decommissioned the online IG Training Tool in December 2016 and have not yet
provided a replacement. This will not be the case for V15 where the Trust will be
expected to achieve 95% compliance based on annual figures.

 The Trust has declared seven requirements at the maximum Level 3 which represents a
decrease on last year’s submission of 23 requirements at a level 3.

This downgrade in performance with regard to Level 3s reflects the significant changes made
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to version 13 of the IG Toolkit where additional work is required in order achieve a level 3
score with no incentive for doing so.

In addition, the IG Manager’s role reduced from 1 x WTE to 0.6 WTE in May 2016 for the
remaining financial year. This has had a significant impact on the IG Manager’s workload.

Audit

The Trust’s annual IGT audit was conducted in two parts this year, with the intent that
recommendations could be acted on in-year. Ten requirements were audited.

The interim report from the first part of the audit was reviewed by the Audit Committee in
December 2016, as part of TIAA’s overall progress report of their audits across multiple
areas of the Trust. The findings were used to improve assurance of the evidence used on
the ten audited requirements.

The final report concluding the whole audit was reviewed by the Audit Committee on 23rd

March 2017. The report was positive with recommendations adopted.

Next year

The IG Manager will be on Maternity Leave and as yet, no suitable replacement has been
found despite efforts to recruit to the post.

The approach for V15 of the toolkit in 2017-18 is intended to promote the IGT as a working
reference tool for individual requirement owners to use throughout the year. For some
requirements, the increased evidentiary structure used for V12 and V13 will allow for routine
updates early in the year1 with reduced administrative burden – although of course the
underlying business processes must continue to be operated in order to generate the
relevant evidence.

An action plan will be developed to assist the Trust to achieve its target of 95% compliance
with IG Training. Currently, the Trust offers both face to face and online IG training and
intends to heavily promote both during 2017-18. Non-compliant staff members will continue
to be contacted by the IG Team, with any non-responders being identified and escalated to
management level.

Information Governance Assurance Statement

Since September 2009, all organisations submitting an IGT assessment are required to
accept the national Information Governance Assurance Statement as part of the submission.
The statement sets out the Department of Health’s requirements for organisations accessing
NHS Digital’s services.

The full statement is attached verbatim at Appendix 2, and has no material changes from
previous years’ versions accepted by the Trust.

Conclusion

The Trust considers its information governance practices represent robust compliance to the
IGT overall which provides assurance against legal and NHS requirements.

1
The Trust is required to make ‘Baseline’ and ‘Performance Update’ submissions each year by 31 Jul

and 31 Oct respectively, as well as the ‘Final’ submission by 31 Mar.
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The Board is asked to approve the self-assessment as determined by the Trust’s internal
review process, and the submission to the Department of Health including acceptance of the
associated Information Governance Assurance Statement.



4

Appendix 1

Information Governance Toolkit V14 requirements and target declarations

Req No Description Target

Information Governance Management

13-101 There is an adequate Information Governance Management Framework to
support the current and evolving Information Governance agenda

3

13-105 There are approved and comprehensive Information Governance Policies
with associated strategies and/or improvement plans

3

13-110 Formal contractual arrangements that include compliance with information
governance requirements, are in place with all contractors and support
organisations

2

13-111 Employment contracts which include compliance with information
governance standards are in place for all individuals carrying out work on
behalf of the organisation

2

13-112 Information Governance awareness and mandatory training procedures
are in place and all staff are appropriately trained

2

Confidentiality and Data Protection Assurance

13-200 The Information Governance agenda is supported by adequate
confidentiality and data protection skills, knowledge and experience which
meet the organisation’s assessed needs

2

13-201 Staff are provided with clear guidance on keeping personal information
secure, on respecting the confidentiality of service users, and on the duty
to share information for care purposes

2

13-202 Personal information is shared for care but is only used in ways that do not
directly contribute to the delivery of care services where there is a lawful
basis to do so and objections to the disclosure of confidential personal
information are appropriately respected

2

13-203 Individuals are informed about the proposed uses of their personal
information

2

13-205 There are appropriate procedures for recognising and responding to
individuals’ requests for access to their personal data

2

13-206 There are appropriate confidentiality audit procedures to monitor access to
confidential personal information

3

13-207 Where required, protocols governing the routine sharing of personal
information have been agreed with other organisations

2

13-209 All person identifiable data processed outside of the UK complies with the
Data Protection Act 1998 and Department of Health guidelines

2

13-210 All new processes, services, information systems, and other relevant
information assets are developed and implemented in a secure and
structured manner, and comply with IG security accreditation, information
quality and confidentiality and data protection requirements

2

Information Security Assurance

13-300 The Information Governance agenda is supported by adequate information
security skills, knowledge and experience which meet the organisation’s
assessed needs

3



5

13-301 A formal information security risk assessment and management
programme for key Information Assets has been documented,
implemented and reviewed

2

13-302 There are documented information security incident / event reporting and
management procedures that are accessible to all staff

3

13-303 There are established business processes and procedures that satisfy the
organisation’s obligations as a Registration Authority

2

13-304 Monitoring and enforcement processes are in place to ensure NHS
national application Smartcard users comply with the terms and conditions
of use

2

13-305 Operating and application information systems (under the organisation’s
control) support appropriate access control functionality and documented
and managed access rights are in place for all users of these systems

2

13-307 An effectively supported Senior Information Risk Owner takes ownership
of the organisation’s information risk policy and information risk
management strategy

2

13-308 All transfers of hardcopy and digital person identifiable and sensitive
information have been identified, mapped and risk assessed; technical and
organisational measures adequately secure these transfers

2

13-309 Business continuity plans are up to date and tested for all critical
information assets (data processing facilities, communications services
and data) and service - specific measures are in place

2

13-310 Procedures are in place to prevent information processing being
interrupted or disrupted through equipment failure, environmental hazard
or human error

2

13-311 Information Assets with computer components are capable of the rapid
detection, isolation and removal of malicious code and unauthorised
mobile code

2

13-313 Policy and procedures are in place to ensure that Information
Communication Technology (ICT) networks operate securely

2

13-314 Policy and procedures ensure that mobile computing and teleworking are
secure

2

13-323 All information assets that hold, or are, personal data are protected by
appropriate organisational and technical measures

2

13-324 The confidentiality of service user information is protected through use of
pseudonymisation and anonymisation techniques where appropriate

2

Clinical Information Assurance

13-400 The Information Governance agenda is supported by adequate information
quality and records management skills, knowledge and experience

2

13-401 There is consistent and comprehensive use of the NHS Number in line
with National Patient Safety Agency requirements

2

13-402 Procedures are in place to ensure the accuracy of service user information
on all systems and /or records that support the provision of care

2

13-404 A multi-professional audit of clinical records across all specialties has been
undertaken

2

13-406 Procedures are in place for monitoring the availability of paper health/care
records and tracing missing records

3

Secondary Use Assurance
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13-501 National data definitions, standards, values and validation programmes are
incorporated within key systems and local documentation is updated as
standards develop

2

13-502 External data quality reports are used for monitoring and improving data
quality

2

13-504 Documented procedures are in place for using both local and national
benchmarking to identify data quality issues and analyse trends in
information over time, ensuring that large changes are investigated and
explained

2

13-505 An audit of clinical coding, based on national standards, has been
undertaken by a Clinical Classifications Service (CCS) approved clinical
coding auditor within the last 12 months

2

13-506 A documented procedure and a regular audit cycle for accuracy checks on
service user data is in place

2

13-507 The Completeness and Validity check for data has been completed and
passed

2

13-508 Clinical/care staff are involved in validating information derived from the
recording of clinical/care activity

2

13-510 Training programmes for clinical coding staff entering coded clinical data
are comprehensive and conform to national clinical coding standards

2

Corporate Information Assurance

13-601 Documented and implemented procedures are in place for the effective
management of corporate records

2

13-603 Documented and publicly available procedures are in place to ensure
compliance with the Freedom of Information Act 2000

3

13-604 As part of the information lifecycle management strategy, an audit of
corporate records has been undertaken

2
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Appendix 2

Information Governance Assurance Statement for Organisations that use, or plan to
use HSCIC Services

Version 4, 10/06/2014

1. All organisations that have either direct or indirect access to HSCIC services1,
including N3, must complete an annual Information Governance Toolkit Assessment
and agree to the following additional terms and conditions. Where the Information
Governance Toolkit requirements are not met to an appropriate standard (minimum
level 2), an action plan for making the necessary improvements must be agreed with
the HSCIC External Information Governance team or with an alternative body
designated by the Department of Health (e.g. a commissioning organisation).

2. All organisations providing indirect access2 to HSCIC services for other organisations
(approved N3 link recipients), are required to provide the Department of Health, on
request, with details of all organisations that have been permitted access, the
business justification and the controls applied, and must maintain a local log of
organisations to which they have allowed access to N3. This log should be reviewed
regularly by the organisation and unnecessary access rights removed. The
Department of Health or an alternative body designated by the Department of Health
may request sight of these logs in order to facilitate or aid audit or investigations.

3. The approved N3 link recipient is responsible for their compliance with IG policies and
procedures and may request authorisation by the Department of Health to monitor
and enforce the compliance and conduct of subsidiary connected organisations and
suppliers to ensure that all key information governance requirements are met.

4. The use of HSCIC Services should be conducted to support NHS business activities
that contribute to the care of patients. Usage of individual services must be conducted
inline with those individual services requirements and acceptable use policies. The
use of HSCIC provided infrastructure or services for unauthorised advertising or other
non-healthcare related activity is expressly forbidden.

5. All threats or security events affecting or potentially affecting the security of HSCIC
provided infrastructure or services must be immediately reported via the HSCIC
incident reporting arrangements or via local security incident procedures where
applicable.

6. All infrastructure and connections to other systems and networks which are not
covered by an approved Information Governance Toolkit Assessment and agreement
to this IG Assurance Statement must be segregated or isolated from IGT covered
infrastructure and connections such that IGT covered infrastructure and connections,
or HSCIC Services are not put at risk. A Logical Connection Architecture diagram
must be maintained by network managers in accordance with HSCIC guidance and
must be provided for Department of Health review on request.

7. Organisations with access to HSCIC Services shall ensure that they meet the
requirements of the Department of Health policy on person identifiable data leaving
England, or being viewed from overseas. A copy of the Information Governance
Offshore Support Requirements applicable to those accessing HSCIC Services is
available on request or can be downloaded from
http://systems.hscic.gov.uk/infogov/igsoc/links/index_html. The agreement of the
Department to this limited support or exceptionally to more extensive processing must
be explicitly obtained.
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8. Where another network is connected to N3, only services that have been previously
considered and approved by the Department of Health as appropriate for that network
are permissible. Requests for new or changed services must be provided to the
Department for consideration.

9. Organisations may not create or establish any onward connections to the N3 Network
or HSCIC provided services from systems and networks which are not covered by an
approved Information Governance Toolkit Assessment and agreement to this IG
Assurance Statement.

10. The approved organisation shall allow the Department of Health, or its
representatives, to carry out ad-hoc on-site audits, and to review any/all evidence that
supports the Information Governance Toolkit Assessment, as necessary to confirm
compliance with these terms and conditions and with the standards set out in the
Information Governance Toolkit.

Information Governance Assurance Statement

I confirm that I have read, understood and agree to comply with the additional terms and
conditions that apply to organisations that have access to HSCIC services and acknowledge
that failure to maintain compliance may result in the withdrawal of HSCIC services.

1 HSCIC Services include the N3 network and other applications or services provided by
HSCIC, e.g. the NHS Spine Service, NHSmail, Choose and Book (and in future the NHS e-
Referral Service).

2 Access to the N3 network or HSCIC Services via another organisation or gateway
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Executive Summary

OVERALL ASSURANCE ASSESSMENT KEY FINDINGS

 The Trust has an adequate governance structure in place with IGT

oversight allocated to the Information Governance Group, which

reports annually to the Board and Audit Committee.

 At the time of the review there had been two externally reportable IG

Incidents, both of which have been closed by the ICO with no further

action.

 The Trust has met the requirement for 95% of staff to complete their

annual IG training.

 Audit agreed with six of the ten requirements audited and two were

considered overstated. Two were assessed as understated and scored

at a higher level. The Trust achieved nine level 2 scores and one at level

1.

SCOPE ACTION POINTS

The objective of the audit was to provide assurance on the integrity of the self-

assessment against the toolkit criteria, the overall effectiveness of information

governance processes, and wider risk exposures.

Urgent Important Routine Operational

0 1 0 0
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PRIORITY GRADINGS

1 URGENT
Fundamental control issue on which
action should be taken immediately.

2 IMPORTANT
Control issue on which action should
be taken at the earliest opportunity.

3 ROUTINE
Control issue on which action should
be taken.

Page 2

Management Action Plan – Priority 1, 2 and 3 Recommendations

Rec. Risk Area Finding Recommendation Priority Management

Comments

Implementation

Timetable

(dd/mm/yy)

Responsible

Officer

(Job Title)

2 Validity Of the 10 requirements tested two

scores were overstated and assessed

at Level 1 and Level 2.

Consideration be given to the

recommendations made in

Appendix B, with appropriate action

taken to improve compliance and /

or evidence.

2 Agreed. 31/03/17 Associate

Director of

Informatics
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ADVISORY NOTE

Operational Effectiveness Matters need to be considered as part of management review of procedures, rather than on a one-by-one basis

Page 3

Operational Effectiveness Action Plan

Ref Risk Area Item Management

Comments

No operational effectiveness matters were identified.
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Detailed Findings

INTRODUCTION

1. This review was carried out in March 2017 as part of the planned internal audit work for 2016/17. Based on the work carried out an assessment of the adequacy of

the arrangements to mitigate the key control risk areas is provided in the Executive Summary.

2. Over the past few years, NHS Trust compliance with the requirements of the NHS Information Governance Toolkit (IGT) has steadily increased, and since 2010/11

all NHS organisations have been required to demonstrate compliance with at least level 2 attainment against all IGT requirements, and to be independently

audited. This level of required compliance continues to apply during 2016/17.

3. A two-stage approach to this year's audit was adopted, with Part I being an initial assessment of Trust's position undertaken in November 2016, and Part II being a

top-up review carried out in March 2017 to determine progress made since the Part I audit and to re-validate any requirements that had not been scored or

validated at Level 2.

KEY FINDINGS & ACTION POINTS

4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and

Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented.

5. Appendix A provides a summary of the requirements reviewed with a comparison of the positions found in the Part I and Part II reviews. Appendix B provides

further details on the findings of the assessment of each of the requirements tested and provides recommendations to move the Trust closer to their desired level

of compliance.

SCOPE AND LIMITATIONS OF THE REVIEW

6. The objective of the audit is to provide assurance on the integrity of the self-assessment against the toolkit criteria, the overall effectiveness of information

governance processes, and wider risk exposures.

7. In writing this report we considered the following key areas:

 Internal Governance Processes – to review the governance arrangements (through application of the IG Management Framework) that have been established to

manage information security and comply with the requirements of the IGT.

 Validity of the Return – to assess the evidence being relied upon to support the self-assessment for a sample of requirements (see sample selection below). The

audit will report whether the self-assessment score is agreed, unsubstantiated, overstated or understated based upon the available evidence.
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 Wider Risk Exposure – to determine whether there may be a wider risk exposure (through non-compliance with IG processes), and to review the action plans in

place to meet the mandated requirement of Level 2 compliance. The audit will also review the profile of Serious Incidents Requiring Investigation occurring within

the current financial year.

8. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. Our testing was

limited to the following sample of 10 of 45 IGT requirements which was agreed with management:

 101, 111, 112, 205, 300, 302, 305, 314, 406, 504

MATERIALITY

9. The Information Commissioner’s Office has the power to issue monetary penalty notices of up to £500,000 for serious breaches of the Data Protection Act

occurring on or after 6 April 2010, and serious breaches of the Privacy and Electronic Communications Regulations.

DISCLAIMER

10. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a

comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use

and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the

report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this

report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

11. Information Governance requirements and scoring criteria represent a high-level self-assessment of performance within the Trust. Audit review and opinion is

based upon the evidence available to substantiate the score submitted in relation to these high level requirements and criteria, at the time of the audit. Audit

opinions are based upon the reasonableness of the scores in these circumstances and do not, therefore, infer assurance that detailed controls are adequate to

meet business needs. It is possible, therefore, that more detailed audits of specific areas contained within the IG Toolkit may uncover control weaknesses which

subsequently appear to contradict the opinions provided by this report.
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RISK AREA ASSURANCE ASSESSMENTS

12. The definitions of the assurance assessments are:

Substantial Assurance

Based upon our findings there is a robust series of suitably designed internal controls in place upon which the organisation relies to

manage the risk of failure of the continuous and effective achievement of the objectives of the process, which at the time of our review

were being consistently applied.

Reasonable Assurance

Based upon our findings there is a series of controls in place, however there are potential risks that they may not be sufficient to ensure

that the individual objectives of the process are achieved in a continuous and effective manner. Improvements are required to enhance

the adequacy and effectiveness of the controls to mitigate these risks.

Limited Assurance

Based upon our findings the controls in place are not sufficient to ensure that the organisation can rely upon them to manage the risks to

the continuous and effective achievement of the objectives of the process. Significant improvements are required to improve the

adequacy and effectiveness of the controls.

No Assurance

Based upon our findings there is a fundamental breakdown or absence of core internal controls such that the organisation cannot rely

upon them to manage the risks to the continuous and effective achievement the objectives of the process. Immediate action is required

to improve the adequacy and effectiveness of controls.

ACKNOWLEDGEMENT

13. We would like to thank staff for their co-operation and assistance during the course of our work.

RELEASE OF REPORT

14. The table below sets out the history of this report.

Date draft report issued: 13
th

March 2017

Date management responses received: 15
th

March 2017

Date final report issued: 16
th

March 2017
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15. The following matters were identified in reviewing the Key Risk Control Objective:

Governance: Failure to direct the process through approved policies, procedures, structures and processes may lead to information breaches.

15.1 Trust has an adequate governance structure in place with IGT oversight allocated to the IG Steering Group, which reports annually to the Board and Audit

Committee.

15.2 The terms of reference for the IG Group have been reviewed and approved for 2016/17. Additionally, the IG Management Framework has been reviewed

and approved during 2016/17.

15.3 Evidence to demonstrate compliance with the toolkit requirements had been uploaded to the HSCIC's online IG Toolkit.

Validity of Returns: Failure to comply with the requirements of the Information Governance Toolkit could invalidate the self-assessment.

15.4 Audit have agreed with the current scoring of six of the ten requirements reviewed and concluded that two scores were overstated. The details of our

conclusions have been included in Appendix B, but are summarised below:

 Six Level 2 scores were agreed.

 One Level 2 score was overstated and assessed at Level 1.

 One Level 3 scores was overstated and assessed at Level 2.

 Two Level 1 scores were understated and assessed at Level 2.

15.5 Actions have been incorporated into the requirements into the table in Appendix B.

Recommendation: 1 Priority: 2

Consideration be given to the recommendations made in Appendix B, with appropriate action taken to improve compliance and / or

evidence.



Ashford & St. Peters Hospitals NHS Foundation Trust

Information Governance Toolkit v14 – Part II
2016/17

Page 8

Wider Risk Exposure: Non-compliance with requirements may lead to information breaches, fines from the Information Commissioner and

damage to the Trust’s reputation.

15.6 At the time of the review there had been two externally reportable IG Incidents, both of which have been closed by ICO with no further action.

15.7 The Trust has met the requirement for 95% of staff to complete their annual IG training. It was noted that this was possible partly due to the decommission

of the IG training tool by the NHS Digital at the end of December 2016 and the Trust being able to take into account two years of training data.

15.8 Audit performed a detailed walk-through of the IG Toolkit with the IG Manager for the ten requirements within the sample to identify where further actions

were required and to provide advice/guidance on the requirements. A number of additional actions were consequently identified and added to the action

list during the course of our review.

15.9 Overall the Trust was reporting Level 1 for four of the IGT requirements, 36 at Level 2 and five at Level 3. Action plans were in place to refresh evidence

through to 31st March 2017 to strengthen and/or increase the current scores. Although the review of toolkit scores and the IG incident reporting process

did not indicate any areas of wider risk exposure, audit identified one area of potential concern the Trust should focus upon prior to final submission as

follows:

 14-302 – Incident Management

Details of these areas have been included in Appendix B.
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Appendix A

IGT Position Status

The following table summarises the requirements reviewed during the Part II audit. It shows the previous scores claimed and the scores that were validated during the

Part I audit, as well as the current scores, both claimed and validated by audit. The table also demonstrates the Trust’s efforts to improve on audit’s validation of the IGT

scores.

Requirement

Number

Part I Audit Part II Audit

Trust Score Validated Score Trust Score Validated Score

101 L3 L2 – Overstated L3 L2 – Overstated

111 L2 L2 - Agreed L2 L2 - Agreed

112 L2 L2 - Agreed L1 L2 - Understated

205 L2 L2 - Agreed L1 L2 - Understated

300 L2 L2 - Unsubstantiated L2 L2 - Agreed

302 L2 L1 - Overstated L2 L1 - Overstated

305 L2 L2 - Agreed L2 L2 - Agreed

314 L2 L2 - Agreed L2 L2 - Agreed

406 L2 L2 - Agreed L2 L2 - Agreed

504 L2 L2 - Unsubstantiated L2 L2 - Agreed
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Appendix B

IGT Requirements Analysis

No Requirement
Level

Claimed
Auditor Conclusion Auditor Explanation Assessment Recommendations

14-

101

There is an adequate

Information Governance

Management Framework to

support the current and evolving

Information Governance

agenda.

L3 L2 - The Trust

successfully met

Level 2 compliance,

but failed to meet

Level 3 compliance.

The Trust has provided adequate evidence to demonstrate

that an Information Governance Management Framework is

in place and reviewed annually to ensure it is fit for purpose.

The key governance bodies have been identified and senior

management is routinely updated on the IG arrangements.

However, due to the annual reporting cycle the report to the

Board and Audit Committee are yet to be presented at the

end of 2016/17.

Level 3: The current evidence uploaded relates to the March

2016 (version 13) report to the Trust Board and so does not

satisfy the version 14 toolkit requirement. Realistically the

Trust may only be able to claim level 3 at the year-end once

the v14 summary report to the Trust Board has been

presented.

Overstated To achieve the level 3

attainment:

3a: Annual report to the

Audit Committee and Board

be produced and uploaded.

14-

111

Employment contracts which

include compliance with

information governance

standards are in place for all

individuals carrying out work on

behalf of the organisation.

L2 L2 - The Trust

successfully met

Level 2 compliance.

The Trust has provided evidence that the employment

contracts contain appropriate IG clauses. Processes are in

place to ensure employees are informed about their

responsibilities and this is mainly done via Corporate

induction and IG training.

Level 2: The Recruitment and Selection Policy and Procedure

will expire November 2016.

Agree To strengthen Level 2

compliance:

2c: Recruitment and

Selection Policy and

Procedure be reviewed

before March 2017.
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14-

112

Information Governance

awareness and mandatory

training procedures are in

place and all staff are

appropriately trained.

L1 L2 - The Trust

successfully met

Level 2

compliance.

The Trust has provided comprehensive evidence that

there is a documented IG training approach and

delivery. At the time of this audit the Trust has achieved

96.3% compliance against the required 95% target.

Understated None

14-

205

There are appropriate

procedures for recognising

and responding to individuals’

requests for access to their

personal data.

L1 L2 - The Trust

successfully met

Level 2

compliance.

The Trust has provided adequate evidence that there

are appropriate procedures for recognising and

responding to individuals’ requests for access to their

personal data. There is a dedicated team in place and

performance is being monitored and reported to the

relevant forum.

Understated None

14-

300

The Information Governance

agenda is supported by

adequate information security

skills, knowledge and

experience which meet the

organisation’s assessed

needs.

L2 L2 - The Trust

successfully met

Level 2

compliance.

The Trust has provided evidence to show it is supported

by adequate skills, knowledge and experience. The

Information Security Assurance work is contained within

the IG work programme progress of which is reported to

the IG Steering Group.

Although the IG Manager stated that the relevant

training has been completed, due to decommissioning if

the IG Training Tool at the end of December 2016 the

Trust has encountered difficulties in obtaining the

certificates to upload to the toolkit as evidence.

Agree The SIRO, Caldicott Guardian and IG

Manager to confirm via email to the

Associate Director of Informatics that

they completed the training relevant to

their role on the IG Training Tool.

14-

302

There are documented

information security incident /

event reporting and

management procedures that

are accessible to all staff.

L2 L1 - The Trust

successfully met

Level 1, but failed

to meet Level 2

compliance.

The Trust has provided evidence that there are

documented information security incident reporting and

management procedures that are accessible to all staff.

However, evidence provided did not include an up to

date list of all third party contracts, management have

provided assurance that this is included as an action for

Procurement and will be available by the end of March

2017.

Overstated To achieve the level 2 attainment:

2a: A list of third party contracts be

reviewed and updated as soon as

possible and their contracts reviewed

to ensure all contain relevant clauses

in relation to incident reporting and

management.
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14-

305

Operating and application information

systems (under the organisation’s

control) support appropriate access

control functionality and documented

and managed access rights are in

place for all users of these systems.

L2 L2 - The Trust

successfully met

Level 2

compliance.

The Trust has provided adequate evidence that formal

procedures are in place to control the allocation of access

rights to local information systems and services.

Agree None

14-

314

Policy and procedures ensure that

mobile computing and teleworking

are secure.

L2 L2 - The Trust

successfully met

Level 2

compliance.

The Trust has provided adequate evidence that policy and

procedures are in place to ensure that mobile computing

and teleworking are secure.

Agree None

14-

406

Procedures are in place for

monitoring the availability of paper

health/care records and tracing

missing records.

L2 L2 - The Trust

successfully met

Level 2

compliance.

The eMR (Electronic Medical Records) project is the first

major element of the Trust’s Digital Hospital Strategy. The

project has introduced a system for scanning and

digitising existing paper medical records along with the

introduction of electronic forms to rationalise and replace

current paper forms. This has been creating an electronic

medical record, with the aim to replace the current paper

case notes and provide multiple access points to those

notes from any suitable electronic device within the Trust

for clinicians, nurses.

There were also still procedures in place for paper records

which will eventually be made redundant.

Agree Going forward, the Trust to

review and update evidence for

this requirement once the eMR

project has been completed.

14-

504

Documented procedures are in place

for using both local and national

benchmarking to identify data quality

issues and analyse trends in

information over time, ensuring that

large changes are investigated and

explained.

L2 L2 - The Trust

successfully met

Level 2

compliance.

The Trust has provided evidence that documented

procedures have been developed for using local and

national benchmarking to identify possible data quality

issues.

Agree None


