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EXECUTIVE SUMMARY

The Board Assurance Framework (BAF) is comprised of 17 strategic risks for which each of the 
respective Board sub-committees have oversight, and these are reviewed at each meeting as a 
standing agenda item. Further to this, the BAF is submitted to both the Audit and Risk Committee 
and Trust Board for assurance and oversight. 

Following review and discussion at the Board sub-committees in November, there are two 
agreed changes to risks: 

Digital Risk 3.1 – Surrey safe care an updated risk description was presented to the Integrated 
Digital Committee on 21 November but may be subject to further refinement.  

Digital Risk 3.3 – Known Cyber security – risk score increased from 6 to 12 (increase in both 
likelihood 4 x consequence 3) following the recent extended disruption to the OneAdvanced 
Adastra solution. 

The rationale for each is included in the report.

The Board receives a BAF update at each meeting, however, regular oversight and detailed 
scrutiny of the BAF is undertaken at each Audit and Risk Committee, in order to provide 
assurance to the Board that the risks are being effectively managed. 
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1. Board Assurance Framework (Strategic Risks) 

1.1 Introduction 

This report is intended to provide an overview of the current Board Assurance Framework 
(BAF) including any changes to the strategic risks following review at each sub-board 
committee throughout the reporting period. Detailed scrutiny of the risks is undertaken by the 
Audit and Risk Committee and is supported by a regular, rotational deep dive into each 
strategic risk at each meeting.   

2. Strategic Objectives 

This section provides a summary of the rationale for each risk score as agreed by the most 
recent Board sub-committees. The detailed risks can be found at Appendix 1. 

2.1 Quality of Care 

There was no agreed change for risk 1.1, to reflect the continued risks associated with 
implementation of Surrey Safe Care (SSC) and the need for significant system stabilisation. 
Extracting data from SSC is also affecting the ability to report on key Quality Priorities and 
visibility of operational performance. 

For risk 1.1a, the score was maintained due to the unpredictability of Covid in the 
community, SSC stabilisation and impact on visibility and reporting, some of the challenging 
IPC NHS contract targets and antimicrobial compliance is challenged. Estates planned 
improvements for theatres which will positively impact this risk in relation to surgical site 
infections, is currently behind the planned schedule. 

For risk 1.2, the score remained unchanged, whilst awaiting SSC stabilisation, and the 
impact on patient experience. Although the Committee heard that the position was 
improving regarding complaints performance it was too early to reduce the risk.   

The Committee considered that overall, the KPIs aligned to the risks needed to be 
streamlined and for the inclusion of Maternity related KPIs to be considered. The Committee 
also received several Maternity reports and on reflection discussed the requirement to either 
reflect maternity risks as a component of those currently described or to consider as 
separate risk. This work was already underway and would be completed ahead of the next 
meeting for approval. 

2.2 Modern Healthcare 

With regard to back log maintenance (2.2), the risk remained high with no change in score. 
Surrey Heartlands capital allocations will reduce significantly from 23/24 and this may lead 
to potential requirements to scale back our plans accordingly. The committee agreed the 
financial consequences of this risk needed to be included. 

There had been no change on the strategic risk in relation to operational / constitutional 
standards (2.3) with the Surrey Safe Care extended stabilisation period leading to 
unplanned impacts on our recovery trajectory, hence future recovery risks remain 
significant.  

In addition, there was no change to the internal efficiency risk (2.4); whilst this position had 
been improving, it was still not achieved or exceeded previous levels in line with national 
expectations. The Surrey Safe Care go-live had also impacted on this in the short term. 



There were currently no changes to the risk scores for the finance risks: 2.1 and 2.5. 
However, in summary, the Committee reflected upon these and the entire suite of MHC 
risks in the context of the rapidly changing and financially constrained environment which 
had prompted a large amount of discussion at the Committee. It was agreed that all of the 
Modern Healthcare strategic risks now required a review to reflect the current pressures and 
these reviewed risks would be presented back to the Committee for approval in January 
2023.  

2.3 Digital 

With regard to the Surrey Safe Care implementation, the risk description of the first digital 
strategic risk (3.1) had been updated to reflect that the system has now been implemented 
and that the risk going forward will be about benefits realisation. This description however, 
may be subject to further refinements going forward. 

The score for risk 3.3 - known cyber security risk, had also been increased following the 
recent extended disruption to the OneAdvanced Adastra solution and following 
consideration of the KPIs at the closed session of the Digital Committee. 

2.4 People 

With regard to the first People risk (4.1) around workforce modelling, there was no change 
proposed although much work was underway to further mitigate this risk: The Nursing 
Establishment Review was a good start around how we can model and this was mitigating 
and moving things on in the right direction. Rostering is also helping us to do this. However, 
the demand continues to increase, and the overlay of outsourcing and insourcing isn’t 
considered, hence workforce gaps can worsen when this factor is included. Further work 
was needed to accurately model all workforce and the multidisciplinary team, and to remain 
fluid for winter pressures, surges, or future demand. Currently a self-rostering pilot was 
underway using Rotageek in some of the therapy areas this autumn. 

Risk 4.2 relates to recruitment and retention and remained unchanged as the current 
establishment does not meet current demand for services evidenced by escalation capacity 
staffed via temporary staffing. There are high levels of vacancies in some areas (AHPs, 
Pharmacy, Radiology) although some recruitment progress has been made. 

The final People risk (4.3) relates to staff engagement and morale (having encompassed a 
recently closed risk around staff resilience). The score remained unchanged and is 
reflective of recent feedback through employee surveys, whistleblowing, Freedom to speak 
up concerns and CQC inspection. Staff survey data 2021 shows an improvement in 
health and wellbeing and staff engagement scores remain at or above the national average. 
We are concerned, however, about morale as a consequence of pay negotiations, leading 
to potential industrial action, and general dissatisfaction with recognition and reward 
strategies. 

In light of discussions following the presentation of workforce reports, the committee 
requested the narrative of risk 4.1 be reviewed to ensure it reflects the current risks 
associated with ongoing industrial action and ballot votes with non-nursing staff groups, 
maternity staffing risks and the Trusts workforce resilience in view of pending winter 
pressures. 



2.5 Collaborate 

The Strategic change Committee had not met since the time of the last report and as such 
there are no proposed changes to the risk scores. It is not anticipated that the risk scores 
will be subject to any proposed changes when considered at closed Trust Board. 



3. Risk Profile 

The current risk profile is presented below following consideration at Board sub-committees. 
There are currently 17 strategic risks on the BAF (detailed risks at Appendix 1) each are 
aligned to a strategic objective and oversight of the risks and the associated KPIs is 
undertaken by each Board sub-committee (Appendix 2). The current scores for the strategic 
risks and tolerable or ‘target’ risk scores are summarised in Fig 1 & 2: 

Fig 1: Strategic Risk Map 
Likelihood

Impact 1 2 3 4 5

Rare Unlikely Possible Likely Almost
Certain 

5 Cata-
strophic 

4 Major 2 6 7

3 Moderate 1 1

2 Minor

1 Negligible

Fig 2: Tolerable Risk Map 
Likelihood

Impact 1 2 3 4 5

Rare Unlikely Possible Likely Almost
Certain 

5 Cata-
strophic 

4 Major

3 Moderate 6 6

2 Minor 5

1 Negligible

The Trust’s current risk profile continues to be significantly changed from its position in March 
2020 prior to the Covid pandemic. It is accepted, that because of the current operating 
environment, several strategic risks may continue to score more highly. The current risk 
scores by strategic objective are detailed in Fig 3.  

Fig 3: Risk scores by strategic objective  



3.1 Strategic Risks - KPI Dashboard 

The Strategic KPI Dashboard provides an update on progress against key performance 
indicators (KPIs).  

As part of the Trust response to the Well Led external review a programme of work has 
been commenced to undertake a further detailed review of the KPIs intended to both 
identify and capture indicators of future risk, also ensuring alignment with both the 
Executives’ and corporate objectives. As such the suite of KPIs below is evolving and will be 
subject to change in future reports.  

Fig 4 – KPIs  

Summary of Key Performance Indicators by Strategic Objective 
Risk
Score

KPIs – Risk 1.1 Clinical Effectiveness and Harms free care 
Clinical effectiveness:    
4 red Hospital deaths initial review within 2 days (13% vs 95% target) 
and Structured judgement reviews (27% vs 100% target), Emergency 
admissions seen by a Consultant within 14 hours 85% vs target 90%. 
Ongoing daily Consultant directed review documented 85% vs target 
90%. 
Harms free care: - 5 red relating to assessment on admission, fluid 
balance documentation and catheter care plan. 6 green relating to 
management of falls and pressure ulcers. 

L5x C4 

(20) 

KPIs – Risk 1.1a Infection control 
IPC (9)  Red: Hospital acquired COVID-19 and avoidable MSSA (3 vs 0 
target)  
Surgical Site Infection KPIs (10)  
Site Infection - 2 red: caesarean section rate (8% vs 7.5% target),
elective colorectal surgery (9.4% vs 7.5 % target), 2 grey. 

L4xC4 

(16) 

KPIs  - Risk 1.2
Patient Experience (9):  
4 Red -Complaints response within 25 working days,  FFT response 
rate, patients’ responses to being involved in their own care, 
patients response to hospital environment. 
2 Amber – Patients responses to being treated with compassion, 
patient responses  &  respect and dignity. 

L4 x C4 

(16) 

KPIs Risk 2.1– (Finance) 
The Trust is £1.6m (13.7%) behind its NHSI Control Total YTD. 

Risk 2.1 
L5x C4 

(20) 

KPIs Risk 2.2 (Estates)  
£8.3m spent vs £10.5m plan. Forecast outturn £28.4m  

Risk 2.2 
L5x C4 

(20)

KPIs Risk 2.3 (Operational)  
4 red – 60.5% RTT <18 weeks, 708 RTT >52 weeks, 31 RTT >78 
weeks, 72.7% A&E against 95% target. 
3 amber – 75.5% Cancer TWR, 77% Cancer referral to treatment, 
92.2% Diagnostics. 

Risk 2.3 
L5 x C4 

(20) 

KPI Risk 2.4 (Efficiency/ effectiveness)
1 amber – 53 average daily theatre cases 
1 red – 27 beds affected by COVID,  
2 grey. Hospital cancelled Ops and Hospital cancelled clinics. 

Risk 2.4 
L5 x C4 

(20)

KPIs Risk 2.5 (External impact) 
SH system reported as being £0.5m behind plan at M6.  
ERF Trajectory against 104% of 19/20 activity target – grey 
RTT Waiting list YTD against target – 80% within 18 weeks - grey 

Risk 2.5 
L5 x C4 

(20)

Quality of  
Care 

Modern 
Healthcare  



KPI Risk 3.1 (Surrey Safe Care Programme – benefits realisation) 
Benefits Plan Progress Report – not yet reported 

L3 x C4 
(12) 

KPI Risk 3.2 (Critical Systems)
Critical system uptime: Green 

L3 x C3 
(9) 

KPI Risk 3.3 (Known Cyber security risk) 
KPI performance is reported to Closed Integrated Digital 
Committee (IDC) and via minutes to Closed Trust Board. 

L4 x C3  
(12) 


KPI Risk 3.3a (Unknown Cyber security risk) 
KPI performance is reported to Closed Integrated Digital 
Committee (IDC) and via minutes to Closed Trust Board. 

L3 x C4 
(12) 

KPIs Risk 4.1  (Modelling workforce requirements) 
Amber relates to the increasing use of Bank and Agency to 
respond to latest operational pressures, SSC and new ways in 
which we are caring for patients 

L4 x C4 

(16) 

KPIs Risk 4.2 (Recruitment & retention)  
Two red KPIs relate to labour turnover and number of leavers 
compared to number of starters. 
Amber KPI is stability at 86.1% vs target of 89%. 
Ratio of Established Posts: Unestablished 
Posts or % of Unestablished Post – data not available  

L4 x C4 
 (16) 

KPIs Risk 4.3 (Staff engagement & experience)  

Amber: Appraisals – improving position at 79% September 
‘22 
Staff uptake of benefits is narrowly missing target and is 
the second Amber. 
Retire and return target to be confmred at next Committee 
meeting 

L4 x C4 

(16) 

KPI Risk 5.1 – (Delivering the strategy) 
Aggregated reporting through CEO Report - Amber 
Governance: Attendance at each SCC meeting – Green 

L4 x C4 

(16) 

KPI Risk 5.2 (External factors) 
Proportion of services deemed sustainable – service resilience 
metric developed and regular reporting in place: Amber 
Percentage of positive results from annual stakeholder survey: 
Amber 

L5 x C4 

(20) 

Targets met in the period

Some targets met – exception in report

Targets not met

KPIs in development or not yet reported

Closed or completed

Digital 

People 

Collaborate  
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Appendix 1 – BAF Overview 
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Rationale for change Risk  
Appetite 

Level  

1.Quality of Care 

1.1 

Inability to deliver against key Quality Improvement Priorities and 
thereby reduce the incidence of repeated and/or avoidable harm to 
patients from medication errors, episodes of poor care, and avoidable 
mortality, due to insufficient capacity and capability. 

 Imminent 16 L5x C4 

(20) 
No change to risk score proposed.  Low 



1.1a

Inability to achieve the North Star objective to end health and care 
acquired infections (and associated harm) for the team, patients, and 
the community, due to insufficient capacity and capability. 

 Med L4xC4 

(16) 
 No change to risk score proposed.  Low 



1.2 

Inability to improve and achieve outstanding patient experience, 
through an inability to harness and optimise learning from patient 
and family feedback, due to insufficient capacity and capability. 

 Med 20 L4 x C4 

(16) 
 No change to risk score proposed.  Low 



2. Modern Healthcare

2.1 

Inability to live within the financial framework allocations due to 
emergency activity pressures, combined with the requirements to 
restore elective work, undertake or outsource additional activity, & 
given existing staffing constraints. 

Med 12 L5 x C4 

(20) 
 No change to risk score proposed.  Moderate
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2.2 

A failure to maintain the Trust’s physical environment and clinical 
infrastructure, may lead to clinical pathway difficulties, deteriorating 
patient and staff experience, patient safety, and health and safety 
risks. 

Long 9 L5x C4
(20) 

 No change to risk score proposed.  High 



2.3 

A failure to deliver constitutional and operational targets leading to 
increased patient waits, poor patient experience, delayed clinical 
decision making, increased patient safety risks, increased outsourcing 
or activity and corresponding loss in productivity / efficiency. 

Imminent 12 L5 x C4 

(20) 
 No change to risk score proposed.  High 



2.4 

Loss of internal efficiency / effectiveness / productivity levels due to 
staffing constraints or Covid-19 (whether from social distancing 
requirements, infection control or operational 
arrangements which in turn impact on supply/demand for services). 

Imminent 16 L5 x C4 

(20) 
 No change to risk score proposed.  High 



2.5 
Potential external impacts from the Surrey Heartlands ICS overall 
financial, activity level, & waiting list positions as well as 
requirements for mutual aid.

Imminent 12 L5 x C4 

(20) 
 No change to risk score proposed.  Moderate



3. Digital 

3.1 

Updated description: There is a risk that the anticipated outcomes to 
improve quality and safety and to avoid clinical risk, both integral to 
the Trust strategy, may be compromised if the Digital Delivery 
Programme (which includes the Surrey Safe Care implementation  
is not stabilised, optimised (embedding, development and 

exploited) and supported by skilled personnel.

Med 12 L3 x C4 

(12)
 Risk description updated but no update to risk score proposed High 



3.2 

Critical Systems Maintenance and Replacement: Failure of key IT 
systems could lead to issues of patient safety, experience or quality 
risks, or process delays. 

Imminent 12 L3 x C3 

(9) 
 No change to risk score proposed.  High 



3.3 

Known Cyber security and data protection breaches could threaten 
the provision of IT systems, leading to issues of patient safety, 
experience or quality risks, or process delays. 

Med 12 L4 x C3 

(12)
 Following the recent extended disruption to the OneAdvanced 

Adastra solution it is proposed to increase the Consequence and 
Likelihood. 

Moderate
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3.3a

Unknown cyber security and data protection breaches could threaten 
the provision of IT systems, leading to issues of patient safety, 
experience or quality risks, or process delays. 

Med L3 x C4 

(12)
 No change to risk score proposed.  Moderate



4.People 

4.1 

Inability to accurately model workforce requirements, may result in 
failure to align workforce supply, to meet current and future acuity 
and demand, resulting in a misalignment with both the service 
requirement and/or the financial plan 

Med 9 L4 x C4 

(16) 
 No change to risk score proposed.  Low 



4.2 

Unable to staff to current and future demand resulting in a negative 
staff and patient experience. 

Med 9 L4 x C4
(16) 

 No change to risk score proposed.  Low 



4.3 
Individuals and teams do not feel listened to, empowered and valued 
resulting in a negative impact on staff and patient experience 

Long 12 L4 x C4 
(16) 

 No change to risk score proposed.  Moderate



5.Collaborate  

5.1 

Internal strategic risk: There is a risk that the benefits of the Trust 
strategy are not delivered. This is caused by a lack of capacity and/or 
oversight and would result in the desired effect and intended benefits 
of the strategy not being achieved or that sustainability of patient 
care becomes significantly challenged.

Long 16 L4 x C4 

(16) 
 No change to risk score proposed.  High 



5.2 

External strategic risk: There is a risk to delivery of the Trust current 
strategy. This is caused by ineffective or insufficient focus on 
stakeholder management or by external factors such as decisions 
taken by national, ICS, ICP which may not correspond or may 
adversely impact delivery our objectives or undermine our service 
sustainability. 

Imminent 12 L5 x C4 

(20) 
 No change to risk score proposed.  Significan

t 
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NPSA Scoring Matrix 


